Kindness against cyberbullying

A publication COORDINATED by:

Prof. SACERDOTEANU MARINA
Prof. VADUVA CATALIN

Oeo()®w

Erasmus+

ERASMUS+ PROJECT “KINDNESS AGAINST CYBER-BULLYING”
2020-2023
Ref. no. 2020-1-IT02-KA229-079464_3
SCOALA GIMNAZIALA ,,TAKE IONESCU” - RM. VALCEA

Partners:

1. Istituto Comprensivo G.D’Antona, Italy

Raseiniu r. Girkalnio pagrindine mokykla, Lithuania

Szkola Podstawowa nr 1 im. Swietego Jozefa w Kaszowie”, Poland
HALIL TURKKAN ORTAOKULU, Turkey

Scoala Gimnaziala ,Take Ionescu”, Romania

a s LN

2023
RAMNICU-VALCEA
ISBN: 978-973-0-37991-4

The European Commission support for the production of this publication does not constitute an endorsement of the contents which reflects the views only
of the authors, and the National Agency and Commission cannot be held responsible for any use which may be made of the information contained therein.




A publication COORDINATED by:
Prof. SACERDOTEANU MARINA
Prof. VADUVA CATALIN

2023
RAMNICU-VALCEA
ISBN: 978-973-0-37991-4

The European Commission support for the production of this publication does not constitute an endorsement of the contents which reflects the views only
of the authors, and the National Agency and Commission cannot be held responsible for any use which may be made of the information contained therein.

2




9.

Digital guidelines for responsicl

anline Sehavicur

Table of conlenis

C

INTRODUCTION ..oeuteurteuiesseessesssesssesssesssesssesssesssesssssssssssessssssssssssssssssssssssssssssssssesssesssesssssssssssesssesssssssessans 4
Ice breaking activities - cyberbullying and te€nagers ... 6
Prof. Sacerdoteanu Marina, prof. Vaduva Cdtdlin
Think before you CLICK! ... ennaes 8
Prof. Sacerdoteanu Marina, prof. Vaduva Catdlin
HapPY SCIOLING! .ot 12
Prof. Sacerdoteanu Marina, prof. Vaduva Cdtdlin
Teenagers, between use and abuse of social media ... 19
Prof. Sacerdoteanu Marina, prof. Vaduva Catdlin
Find someone Who... ACHIVILY SNEET ..ot 21
Prof. Sacerdoteanu Marina, prof. Vdduva Cdtdlin
Teens & s0cial MEAIA (TSM) .. s e 24
Prof. Sacerdoteanu Marina, prof. Vaduva Cdatdlin
“Digital diet” - doomscrolling and joyscrolling habits........c.unnnnennenesseeeeneeene 28
Prof. Sacerdoteanu Marina, prof. Vdduva Cdtdlin
Digital guidelines for responsible online behaviour — students’ work .........ccccocveneenee 32
10. Responsible social networking - 7th grade English lesson idea .......ccocovnenircennerniennenn. 37
Prof. Diaconu Liudmila Elena
11. Digital guidlines for responsible online behaviour ... 40
Prof. Popescu Loredana, prof. Popescu Cristian
12. Ten things teens want to know about cyberbullying.......c.ccocnrvrnressnnenenneseneseseeseens 44

Prof. Diaconu lulia

2023
RAMNICU-VALCEA
ISBN: 978-973-0-37991-4

The European Commission support for the production of this publication does not constitute an endorsement of the contents which reflects the views only
of the authors, and the National Agency and Commission cannot be held responsible for any use which may be made of the information contained therein.

3




INTRODUCTION

The publication “Digital Guidelines for responsible behaviour” is a product of the
Erasmus+ “Kindness Against Cyber-bullying”. It was written by Romanian teachers and students
and it is meant to be a useful resource for students, parents and teachers. This guide deals with
the concern of developing a responsible way in which to use the digital technology. The eleven
articles focus on finding solutions to the challenges and dangers we face in social media platforms
and social gaming networks.

The first article called “Ice-breaking activities - Cyberbullying and teenagers“ contains 30
questions which can be used at the beginning of the school year to make students know each
other. We used this activity on the first day of the transnational meeting that took place in
Rm.Valcea, between 4t-8th April 2022. The students from Romania, Italy, Poland, Lithuania and
Turkey were thus encouraged to improve their communication skills by talking to each other and
the intercultural barriers melted right away! By using this task we encourage collaboration,
problem-solving and decision-making of the whole group, raising awareness about cyberbullying.

The article “Think before you click!” is about the digital footprint (active and passive) and its
possible negative effects on our lives. It contains useful advice on how to interact online wisely, as
we all need to belong to digital communities that cultivate citizenship and kindness against
cyberbullying!

The article “Happy Scrolling!” contains 20 multiple-choice questions related to
cyberbullying, based on free discussions with our students. We gathered the information as we
talked to them about its causes and effects, about their personal experience in gaming platforms
and social media, about what they and their parents should do to feel safe online and to ”scroll
happily”! This is how this article was created, students-teachers collaboration. We also created a
Kahoot game to be even more interactive and boost motivation, while playing it in randomly
chosen teams (https://create.kahoot.it/details/21ede139-8da4-424d-b2b7-2d0dbe075f57) .

It was an extremely entertaining experience for all the students from the five countries who
participated in the transnational meeting that took place in Rm.Valcea!

“Teenagers, between use and abuse of social media” is an article meant to remind the
Internet consumers that social media should be used in moderation, as using it excessively means
“digital overdose”, which is harmful and leads to addiction.

“Find someone who...” can be used both as an activity sheet and as an ice-breaker, as
interesting get-to-know-you questions can break the ice and help our students know each other.
We used this oral interaction activity in the transnational meeting which took place in Romania.
All the students walked around the room and introduced themselves to their fellow foreign
students before asking them questions to find who matches the traits for each statement. This
engaging game includes interesting questions to get to know someone, but also related to our
project topic. It was the perfect icebreaker activity, according to all the students involved!

“Teens and Social Media (TSM)” deals with influencers, content creators, online shopping,
aso - opinions expressed by means of social media acronyms, so much loved by teens! Learning a
new language isn’t easy and there is unfortunately no Duolingo Owl for social media acronyms!
Improper use of acronyms online can be confusing at best and embarrassing at worst... (as we,

adults, find ourselves in this situation )



(https:/create.kahoot.it/details/21ede139-8da4-424d-b2b7-2d0dbe075f57)

INTRODUCTION

For a healthy digital lifestyle, we need to have a “Digital Diet” and also mind our
“Doomscrolling and Joyscrolling Habits”. In a world that overwhelms us with so much bad
news, getting in touch with nature, with our friends, with ourselves- this should the main
purpose of our daily diet, trying to get a "digital detox”. It’s necessary to educate ourselves on
the harsh truths of topics such as the pandemic and systemic racism, but it’s also important to
ensure our days are sprinkled with elements of goodness, too!

There is also an interesting article written by our students “Digital Guidelines for
responsible online behaviour”, which contains information about types of cyberbullying, its
causes and effects, tips and tricks on how to prevent cyberbullying.

The article “Responsible Social Networking” offers suggestions for a 7th grade English
lesson and it contains speaking and writing activities related to the topic.

“Digital Guidelines for responsible online behaviour” is an article about causes and
effects of cyberbullying and also about advice on how to stay safe online.

The article “Ten things teens want to know about cyberbullying” focuses on 10
questions frequently asked by teenagers and offers answers to these questions. “Stopping
cyberbullying is not just about calling out bullies, it's also about recognizing that everyone
deserves respect - online and in real life”, according to UNICEF.

We do hope all our ideas are valuable and engaging for students, parents and teachers
worldwide! We look forward to getting our international cooperation on this topic to a new
level and build together a safer digital world!

Coordinating teachers,

Prof Sacerdotearnun Marina
Prof. Vadwao Catalin




q.
10. HOW DO YOU KNOW A FRIEND SPENDS TOO MUCH TIME ON ONLINE

11. IN YOUR OPINION, WHY DO CERTAIN CHILDREN CYBERBULLY OTHERS?
12. IF YOU GOT AN INAPPROPRIATE MESSAGE, WOULD YOU DELETE IT|

13. DO YOU AGREE WITH THIS SLOGAN, “THINK BEFORE YOU CLICK!’?

14. WHEN DO YOU KNOW YOU ARE CYBERBULLIED?
15. IF SOMEONE SENT YOU A THREATENING MESSAGE, WHAT WOULD YOU

. DO YOU THINK THAT SETTING YOUR FACEBOOK PROFILE AS “PUBLIC” IS

1. ICE BREAKING ACTIVITIES -
CYBERBULLYING AND TEENAGERS

Prof: Sacerdotean Marina
Prof. Vadwya Catalin
DO YOU THINK THAT ONLINE BULLYING IS WORSE THAN PHYSICAL
BULLYING ?
SHOULD SOMEONE WHO IS CYBERBULLIED GO TO THE POLICE?
ARE CHILDREN CYBERBULLIED? GIVE AN EXAMPLE.
HOW DO YOU THINK CYBERBULLYING AFFECTS THE LIFE OF THOSE WHO
ARE BULLIED?
CAN YOU PREVENT CYBERBULLYING FOR YOU AND YOUR FRIENDS?
HOW CAN YOU STAY CYBER-SAFE?
HAVE YOU EVER CYBERBULLIED ANYONE/ HEARD OF A CYBERBULLIED
PERSON?

A GOOD IDEA?
WHAT IS THE QUESTION YOU WOULD LIKE TO ASK A CYBERBULLY?

GAMES?

RIGHT AWAY? WHY? /WHY NOT?

WHY? WHY NOT?

Do’




1. ICE BREAKING ACTIVITIES -
CYBERBULLYING AND TEENAGERS

16. WHAT SHOULD PARENTS DO IF THEY SUSPECT THEIR CHILD IS A
CYBERBULLY?

17. WHAT SHOULD PARENTS DO IF THEY SUSPECT THEIR CHILD IS
CYBERBULLIED ?

18. IN YOUR OPINION, DO CYBERBULLIED FEEL PROTECTED WHEN
THEY ARE AT HOME? GIVE REASONS.

149. IF YOU coULD, WOULD YOU CREATE A DOWNLOADABLE "ANTI-
BULLYING TOOLKIT" FOR INSTAGRAM?

20. DOES TIKTOK WANT TO FOSTER A COMMUNITY WHERE ITS
USERS TREAT EACH OTHER RESPECTFULLY?

21. WHAT WOULD YoOU DO IF SOMEBODY POSTED AN
EMBARRASSING PHOTO OF YOU ON INSTAGRAM?

22. ARE THERE ANY DIFFERENCES BETWEEN FINSTA AND RINSTA?

23. DO YOU THINK THAT VICTIMS OF CYBERBULLYING CAN FEEL SAD,
LONELY AND INSECURE?

24. HAVE YOU EVER HEARD/USED THE ACRONYMS GG , "GLHF’?
25. 1S "DIGITAL FOOTPRINT’ REAL?
26. CAN WE TAKE A LOOK AT OUR DIGITAL FOOTPRINT? HOW?

27.1S IT TRUE THAT SOME EMPLOYERS SCREEN POTENTIAL
EMPLOYEES ON SOCIAL MEDIA?

28. DO YOU THINK THAT PARENTAL CONTROL SOFTWARE IS A
USEFUL TOOL?

29. WHAT HAPPENS IF YOU UPLOAD AN INAPPROPRIATE PICTURE
ON FACEBOOK AND THEN YOU DELETE IT RIGHT AWAY?

30. 1S THERE AN ACTIVE DIGITAL FOOTPRINT ALONG WITH A
PASSIVE ONE?




2. THINK BEFORE YOU CLICK!

Prof: Sacerdotean Marina
Prof. Vaduwa Catalin
Have yow known that everyone who wuses the lntfernet has a digutal
footprint? Relax, b U not sometiving to- be worried about! Angway, o U
really wise fo- consider wiat kind of tradl of data we are learing behino
For example, understanding the concept of digital footprint may prevent
wsy from sending a savcostic email or a nasty comment; as the message
moy stay ovdine forever. It meany that we showld be aware of what we
publisiv on sotial media websites: We can often delete content from social
medio, but, once digital dato has been shared ondine, do- yow Hink we
wlll ever be able to- remove U from Hie Internet? Heve there sy all yow
need to- kinow- apowt yowr digitol footprint!

The Tech Terms Computer Dictlonary definesy digutal footprint as ‘a
trail of data yow create while wing the Infernet I includes
the websites yow visit, emaily yow send and information yow submit
to- ondline services!

Everybody should know- that Hiere are two- types of dgital footprints,
one passive and He othver active. The passive footprint s what we put up
on the Internet unintentionally such as browser cookies and IP adduresses.
The active footprint s created wiren we post onine by publisihving a bloy
post or o tweet; sending an emaid, or uploading photos on social media.

The Internet B sumidor to- wet cement; ay of we put sometiung therve,

will sty Hrere. The [nfernet stores owr digutal footprint i different forms.
The answer W so- sumple! It Ly muncde easier fo- store data than delete data!

8




2. THINK BEFORE YOU CLICK!

The sumplest component of owr data s the NAP. Mot websites Hrat
provide wsy withv o service, suelv asy resfonvrants, compandies, stores keep
owr name, address, and phone number unv tHwelr databases. This
wnformation stonds for active footprint and they are free to- use Ut
A passive digutal footprint by created un form of cookies, asy they provide
nformation about owr preferences tiat b of el a great value to-
marketery. Serversy use thwese cookies to- personalize web pages for wsy For
exomple, f we search for a formal owtfit for an wpcoming ntferview, the
next tHhingsy we wll see are ads for different ouwtfity on Facebook, on
webpages we browse, aso-

Now, iy s really important! Anyone can follow owr digital footprint:
That meansy not just owr friends, siblings, scihoolmates or clossmates, but
potential employery and,

even sehool ¢ g a/w{'l/wwh/@/y Often,

guu— N waowglm our
seowvchv history or “ ' nwiernet
s - - . 5 o
rexc/rwf/'f'wve/w-{— agencies oo use
| 5 | = [0 | © | 5 i

a th,oLaz{-o W

} meﬂ,@ or wnot
e ¥ 521 ¥ 1= | & Lol
digutal  ldentity
WW,WWMWWW#WWWWMoWWW
We have fo- Hink of owr digual footprint as a storage unit, withv
travsporent and accessiple walls.

And nows, Hus o real challenge for yow! If yow google your name,
yow will see wiat shows wp, most Likely, F wll be social media profiles,
unclunding lnstagrom, Facehook, TkTok, yowr blog maybe. This s wiat
yow hawe put out there and unfortunately, yow never kinow- wio- coudad be
looking. It meany that everybody shouwld be cauntiows before posting. Dowt
yow agree that U i better to- be safe tian sorry? I+ i advisable to- remove
the content that shows yow un a bad Ught: Sometimes, yow may be
featured in content posted by otiver people. Ask tivem to- take Ut down and
..uintag youarselfl The content should be no- longer associated witiv you!




2. THINK BEFORE YOU CLICK!

There s a mytiv according to- wirich anytiving we do- online doey
not count: It does count becawse b i o virtual wlentiuty and digital
footprint can allow Hhe otiversy to- view and wse owr uinformation v any
way they want.

Yow clicked senveral photoy at your last party yow had with yowr
friends. Hmmm... Wihat to- do- witiv them? Post, share, and tog? Definitely,
yo say! Ok, but yow must make siure thot tive plctres are put up witiv
proper privacy settings: It b fine to- put up personal pictures, but yow
shoulde be anwore of some unpleasant consequences, as well.

Yow showld also ask yourself wiether yowd be fine f a sehool
admission offieer

MORE THAN

MORE THAN 000 120NEW
sow- these BEEELTEIIUERN 38 jillLIoN el ACCOUNTS photos. If
SEARCHES ON CREATED
GOOGLE ON LINKEDIN

y oo w r ‘answer

W o Yo setiours mH%?J?*S mow st
OF VIDEOS UPLOADED OF VIDEO CONTENT

consglder WATCHED e B |~ w v ot
You TUh AROUND 40 @ - ; : Y

o post raasoououts SO, mnte WIS £2 ey You con

MORETHAN

build od S0 NETF“X 87,000 H0URs X BL%RREZ
o lin o IR S R - i
2
o SECONDS
ay us Ny o W
personal

. 25,000 POSTS
G : ON TUMBLR

16,550 VIDEO

Y o "" v oy '1a‘ooa : digital
footprint A WU CO-Globe PN
nwot Umit yowr opportunities ay a future stuwdent at o top wniversuty! “If
someone raises o flag about a student's social medio presence, colleges
will take a look,” said Kortni Camppell, the vice chancellor for
admigsion anode financial aid ot the University of Novtiv Corolina at
Ashesrile, wivo- lhas worked unv o small private college and a puplic state

“If we encounter sometiung negatwe, inappropriate, or unflammatory,
U wlll Ukely umpact a decision on an application,”’ she said, adding:
“Colleges are not simply admitting studenty to- owr classrooms, we are
admitting them to- our communities. Who yow are, wiat yow Huink and
say, and (yes) wihat yow post matters.”’

brawnding
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2. THINK BEFORE YOU CLICK!

So;, let'y be smort abowt owr digual footprint and about how we
unferact ondline, ay we all need fo- hbelong to- communitiey that cwultvate
citizenship and kindiness!

Here are a fewfips fo- keep cn mind;
= Yow showld keep a Ust of accowntsy that yow have crreated and close the

oney that yow dow't needs Ay tey say, lessy clutter iy more clarity!
= Yow showld NOT post anytiving, wienw uv dowbt, as F b lmpossible to-

completely erose.
= Yow showld emsure tHiat yow check your privacy settings reqularly,
= Yow showld learn restraint, especially wien posting on soclal media (3
piotos are cool, but 30 are a nol)

86Q
f Fagin!
3CS

= Last but not least; yow should thvink before yow click/

Remember! Every time yow go- ovdine yow leanve a trall. Thisy sy just like o
real footprint Ity youwr DIGITAL FOOTPRINT and it reveals where yowve
been, how- long yow stayed and wiat yowve beew doing tirere. Every time
yow seno an email, download a video or uplond a plhoto, the unformation
can be accessed and yowr digital footprint can be revealed. Never put a
temporory emotion ow the permanent unternet. Anger b temporory; online
lasty forever. Paunse before yow post:

11




3. HAPPY SCROLLING!

Prof: Sacerdotean Marina
Prof: Vadwya Catalin

1. Someone iy sending you nasty messoges BRREEBIEN [P IC N UR LIFE
on the Internet: What shhouldl yow do? ", f"”“?;_’*“"’OU'

a) Respond to- tihe messages asap

b) Save the messages to- have tire proof
¢) Dot block the wnkind messages
d) Dont talk to- anybody abpownt

o Py

2 Vietumy  of cyberbuwllying  can
experience  symptoms of  depression
unelunding:

@) saoduness, loneliness, nsecirity

b) higlhh self-esteem, Lsecwrity, academic
progress

0) busecnrity, happiness, high self-esteem

) academic progress, sadmness, security

3. Whewn yow receine an email, downdoad a fle from the uinternet or click
on a link, yow shhould...

@) amswer ol Hie emaily asap

b) cick on all e links, withowt checking tive site furst

¢) downlond ot ondy f UF i from a tristwortivy sowwrce

Ad) never we o free URL scavner ( Ittps// www-emailveritos.com/ wrl-
checker )

12




3. HAPPY SCROLLING!
4. What does “Finsta?’ mean?

@) real lnstagrom

b) fake lnstagrom

&) famidiar lnstogrom
A) famous lnstogram

5. What does “Ruut’’ meoan?

a) Romandan lnstagrom ﬁ a
b) ruky lnstagrom :
o) real lnstagrom

A reliable Instagram ‘lnm,w

6. ln o ovdine gaming context; wirat doey the acronym “GLHF’ mean?

a) Goodl Luck, Howve Fun!

b) Great Leader, Happy Friends!
&) Goodl Luck, Highv Five!

) Gorgeowns Logo, Helpful Frienos!

) Good Gurl
b) Good Growp
¢) Good Goal
) Good Game

13




3. HAPPY SCROLLING!

8. Gowmery often say “GLHF”’

) after

b) during

¢) before

) v the middle

9. Gamery often say “GG°7 ...

&) after

b) before

0) during

A in the middle of

10. Instogram stands against ondine bullying by developing featwres &
tooly to- keep wsers safe:

@) People arentt notifled wiren yow block them
b) People are notifled wiren yow report tien
&) Yow cannot choose wihether yow want people
fo- tag/ mention yow un a comment

A) It never showy warningy leftiing o bully
know rude commentsy may be hidde

Your Story Goes Against Our
Community Guidelines

Story removed for violence or dangerous A
3 organizations a

Posted Jul 5, 2020 at 1:29:00 AM

Violence or dangerous organizations guidelines v

14




3. HAPPY SCROLLING!

11. When yow howe dinner withv your family, yow should:

@) asgwer ol Hie bncoming cally

b) create a plone-free zone

¢) check the messages on your pione
) answer the messages on yowr phone

) possworolsy

b) bookmarkeo websites
¢) digital footprunt

A) real footprint

13. An "wpstander” b a person wivo:

@) gets help from a trusted. adudt and supports e child being bullied.
b) joins n or laughy ot what Uy happening.
o) encowrages bullying and supports the bully's actions. WHAT
d’) thanks that a M@’yWMM@SO-C(a”” Wﬂb’{b is an upstander?

An upstanderis a...
Defender, Advocate, Supporter

of human rights and human dignity.

15




3. HAPPY SCROLLING!

) encowrages bullied childiren to- make a
cyberbullying report to- eSafety.

15. The physical effects of cyberbullying are :

mLcurrence WU | uer

a)  abdominal pain, eating disorders, SOCIaI nXI Signs

Lnse L M“ ares : alco remusm
b) toothaches, eating disorders, bootgns u Imlad

'caloril

MG/WMM W\MW WV fl'equ Researcl
Q) disorvders, nawsea, backacies, Whealthlactiwtles stomach Bl o — e behavﬁgﬂ‘ﬁnﬁ;
cramps Vomltl urglng eplleptlcifro
) nightmares, bruises, tootihackes, sore .4.1.;-«.1.,*"-m' p ttreatmeni
Hrroat - ~winiIS Cd = _.ainind Tpguchial

16. When yow go- online, yow...

@) send information to- recrniters

b) can choose what information w recoroed about yow

o) leave a trail showing where yowve

been and wiat yowve been doing I- _ & e u
A) conv never be cyberbullied - ) ©

= Go gle Workspace

eeeeeeee

16




3. HAPPY SCROLLING!

17. Popwlar kids or teensy may bully becaunse:

18. What can parenty do to- protect children from experiencing or
committing cyberbullying?

CLOUDSTORAGEINFO.0ORG

¢) lgnore signs of depression
) Monitor wel access

149. A Tweet can include up tor

@) 280 charactery, 4 piotos:

b) 80 charactery, but no- plotoy

¢) 280 characters, unlumited plotos:
) 80 chavacters, wnlimited photos

17




3. HAPPY SCROLLING!

20. Whhat does Hhe word "tweets) mean on Twitter?

@) The passwords wsed by Twitter wsers

b) The drwps of the ymall canary called
Tweety

o) The posty on Twitter

) The best Twitter wsernames

ANSWERS:

V0T WLT W8T WLT POT
ST GyT ST PTT W TT WOT Wb W8 WL W9 DS Gy D g 0T 9T
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4. TEENAGERS,
BETWEEN USE AND ABUSE OF SOCIAL MEDIA

Prof. Sacerdotean Marina
Prof. Vadwwa Catalin
Using sotlal media un moderation i not a bad tung. It can defunitely
hely boost serotonin and Uf can also- velp wplift owr moodh Most feenagersy
ek o selfie of themselves and post U on sochal media asap: They feel
good abpout themselves wiven people Uke thelr post, comment on U But, UF
can be o problem wirenw this becomesy a habit: Many teenagers feel wnoer
pressuve to- post plotos of themselves move tumes o day. Unfortunately,
recewveok
There are loty of stndies showing that teenagers wio- use social media
excessively do- so, for different reasons. Some teenagery feel boved, lonely,
mewbwbwwwmwwwmobmwfrmw
tmmediate
evwlronment or
appreciated
Sotial medio
umpact  teeny
Sotial  media
| wterweHt

Py sy e al
N and validated.

Y overoose’’ can
mental healtiv.
addiction ano
addiction are wnot
diagnoyesys.
researciery haxe
\more  and  more
S wntersection of
MMWM\A/\ wellbeivng,
including wiat SR ey be problematic
belhaviowr. Unfortunately, students dont think that they are addicted to-
soeial mediar networks.

There b a strong conmnection between excessinve soclal medio usage ano
mentol disordery sucle as depression, angiety, ADHD, seep disovders,
poronoia, delumsions, even smicidal thoughty and self-harm. Teenagery
Covuequently, they need to- recognize the signgy of social media addiction
ool ask for specialized help: Ity necessary to- take steps guickly fo- ensire
Here are a few honest thoughty of some 12-15 year-olo-students wiren
they were asked how- umportant social medio s for Hem
= “I feel so wnappy wien | cannot be on social media.’”

ocfficial
Nevertihelesy,
been learning
abowt Hhe '

19




4. TEENAGERS,
BETWEEN USE AND ABUSE OF SOCIAL MEDIA

= “I see soclal media ay a meany of escaping He real worlol.”

= “Adulty dont alwoysy wnderstond wivy problems Hioat seem small and
usignificant; like getting o certoin comment or not getting enouglv likes
o v post,; make ws feel so- badl”’

=  “lf | dowt have my phone, | feel Uke I've Lost all communication wit
tihe world.”

= | prefer to- use social media even Uf Hhere s somebody around me.”’

= “I do not evenw notice tHhat | am hawngry and Hirsty wien | am on social
media.’’

= “l prefer virtual communication ow soclal media to- going owt”’

= “Gong ow sotial medio iy the first thing | do- whew | wake wp v the
morning.
It & helpful to- kinow hhow- much tume someone showld spend ow social

media. Studies confirm that Hhiurty minutes of soclal media wsage helps give

& boost fo & (T I8 STRNG, 2R Eé:emm peryony
<oy @ . ANCE
moode wirvile using oRMATIon s EVIROMENT 3 ‘Mum m— cocial
- VING
norleAPPmESS‘__ B e o e

media  for wmore than two-
visk, ;m T HEALT Y MUSCLE ::wrww e
NATURE I LIVING epressive

symptoms.  Social | Pos media tooly
shouwddl be wsed lV'NG effectively.
platformy

Sotial media

i SEL§- CARE"‘SCIENCE %3 ] WELLNE;
can easily become eneaoy:: ey M: égs_m; 2 a sowrce of
enjoyment anol i e R""""‘“E SN f§ . Fulfilment

(f they are wsed raponsibly. They can help o person feel gootk about
themseles, help them v stoying soclally connected witiv friends globally,
conmnect with othver people, share original wdeas and Hioughhty, stay unformed
of newsy and current affoairy, become aware of soclal eventy and showcase
their talenty and skills: So, lefsy wse F v owr adwvantage and avoid tire
abuse of sotioal medial Lety forbid the dark sde of social media kil owr
dreamy! Ity not very sumple, but By wortiv frying to- maintain o healtivy
balance between online and real Ufe. Dear teenagers, joun a gym, oo team
sports, discover Hie naturel Be determined and become Hre best version of
yourselves!

WHps./ /Himesofindio. indiotimes.com/

WHps.// www-acodemdiaeduns/39296197/

Wttps.//time.com/ 616 707 3 /teens-social-media-safety/
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S. FIND SOMEONE WHO... ACTIVITY SHEET

Prof. Sacerdotean Marina
Prof. Vadwwva Catalin

FIND SOMEONE WHO KNOWS WHAT RINSTA MEANS

FIND SOMEONE WHO KNOWS WHAT FINSTA MEANS

FIND SOMEONE WHO HAS BEEN USING INSTAGRAM FOR AT LEAST
2 YEARS

FIND SOMEONE WHO HAS USED ZOOM LATELY
FIND SOMEONE WHO HAS NEVER USED SNAPCHAT

FIND SOMEONE WHO HAS RECENTLY USED DISCORD/HAS USED
DISCORD THIS YEAR

FIND SOMEONE WHO HAS BLOCKED AT LEAST A PERSON (ON
FACEBOOK, INSTA, WHATSAPP)

FIND SOMEONE WHO WAS BLOCKED (ON FACEBOOK, INSTA,
WHATSAPP)

FIND SOMEONE WHO DOWNLOADED FILES OR APPLICATIONS FROM
USERS THEY DIDN'T KNOW OR TRUST.

FIND SOMEONE WHO CLICKED ON LINKS THAT LOOKED SUSPICIOUS
OR APPEARED TO HAVE BEEN SHORTENED OR ALTERED.

FIND SOMEONE WHO REJECTED A FRIEND REQUEST
FIND SOMEONE WHO HAS EVER USED YOUTUBE KIDS

FIND SOMEONE WHO KNOWS WHAT  BODY-SHAMING IS (body
critieal comments on sochlal media, abouwt Hie shape or size of someone
else’s bodly)

FIND SOMEONE WHO IS KEEN ON SHOPPING ONLINE
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5. FIND SOMEONE WHO... ACTIVITY SHEET

FIND SOMEONE WHO SENT PHOTOS OF THEMSELVES TO PEOPLE THEY
DIDN'T KNOW

FIND SOMEONE WHO HAS NEVER GIVEN THEIR REAL NAME OR
ADDRESS TO A STRANGER OR SOMEONE ONLINE

FIND SOMEONE WHO HAS TRACKED SOMEBODY’S LOCATION

FIND SOMEONE WHO KNOWS WHAT “DIGITAL FOOTPRINT’ MEANS
(Every tume yow reguster for an ovdine service, send o email, downlond
a video or uplond a photo, He unformation can be accessed and. your
DIGITAL FOOTPRINT can be revealed)

FIND SOMEONE WHO KNOWS HOW TO MAKE VERY DIFFICULT
PASSWORDS

FIND SOMEONE WHO HAS EVER SHARED PERSONAL INFORMATION
ONLINE

FIND SOMEONE WHO CREATED A YOUTUBE CHANNEL TO UPLOAD
VIDEOS, COMMENTS OR MAKE PLAYLISTS.

FIND SOMEONE WHO HAS A PHONE-FREE ZONE AT HOME ( THE
FAMILY DINNER TABLE OR THE BEDROOM)

FIND SOMEONE WHO WATCHES FUNNY VIDEOS ON TIKTOK AT LEAST
TWICE EVERY DAY

FIND SOMEONE WHO USES TIKTOK VIDEO DOWNLOADER

FIND SOMEONE WHO  TURNS OFF SCREENS AN HOUR BEFORE
BEDTIME

FIND SOMEONE WHO KNOWS HOW TO MAKE A FAKE FACEBOOK
ACCOUNT
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S. FIND SOMEONE WHO... ACTIVITY SHEET

FIND SOMEONE WHO KNOWS WHAT “GG” MEANS ( USED AT THE
END OF AN ONLINE GAME )

FIND SOMEONE WHO KNOWS WHAT “GLHF’ MEANS ( USED AT THE
BEGINNING OF AN ONLINE GAME )

FIND SOMEONE WHO'S WEARING A SMARTWATCH

FIND SOMEONE WHO CHECKS THE TIME ON THE WRISTWATCH, NOT
ON THE PHONE

FIND SOMEONE WHO HAS USED A FREE URL SCANNER (htps.//
www-emaillverutas.com/ wrl-cihecker, https.// www=virwstotal.com, efe)

FIND SOMEONE WHO IS AN UPSTANDER ( An upstander s a person
wiho- speaks or actsy bn suwpport of an individual or caunse, swpports He
bullied, so- porticndlarly someone wiro- infervenes ow behalf of a person
being bullied.)

FIND SOMEONE WHO IS A BYSTANDER (Bystanders are kios and teens
who witness bullying and. cyberbullying v action, wio stand by and
watth, who videotape b and make U viral ... and wio do and say

FIND SOMEONE WHO HAS BEEN WEB-MONITORED BY HIS/HER
PARENTS

FIND SOMEONE WHO HASN'T BEEN WEB-MONITORED BY HIS/HER
PARENTS
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6. TEENS & SOCIAL MEDIA (TSM)
Prof. Sacerdoteanw Marina
Prof: Vaduya Catilin
For many feenagers, phones have become a vital part of their daily
rowtine Connecting withe friends, listening to- music, playing games online,
stoying v towch witv people who live far away, learning new things,
following influencery and content creatory - ol of them are just a click
away.
Teeny are more Ukely to- wse their phones for nearly all activities, wiretiver
Hiose activities are social or nformation-seeking. Social media nforms
andl raises awoaeness, but U can alsor manipulate and influence people’s
Lres:
Sometimes, tihe relationsiip witiv their device can be complicated and
children and teenagery wuight potentially resuwdt unv more harm Hian
benefits: LOL, parents again...

- -
) 7z A

The majority ofwumawwymgmmg Mﬂwmmwmw
way o just pass time. But wihile phones are o way to- connect witn otiver
people, teens can also- corsider U a woy foo avoud  foace—fo-face
nteroactions: They say tihey offen or sometimes wse their phone to- avotod
nteracting withiv people, wivich i truwer for teen girly Han teen boys FYI,
wihle spending more fime ow social media, we tend to- forget the real world
and get lost on Hhe Internet: Communication W very different online, as
yow cawt figure owt  what someone means through words Reading
expressiony or body language? This B o real challenge! Those wivo- Live
teir Uves tharouglh social media, will misy owt on Hie real advantages of n
person relationships: Thisy s indeed one of the biggest and sadoest dangers
of sothal media. But, anywoy, U By a unigue kind of commumnication, Lnt
U? Social media conversations make yow learn and wse a ton of lingo or
acronymy that take yow a while to- figure owt AFAIK, sotial media
acronymsy get thwown avound. very cosumally n comments, captions and
covwersations and yow howe to- cope witiv all of them!
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6. TEENS & SOCIAL MEDIA (TSM)

Most teens agree tHhat they often or sometimes check for messages or
nofificationsy ay soon as Hey wake wp: It B o worryung foct tiat more and
more teenagery assotiate tie abpsence of their phone witiv ot least one of
Huree emotions: feeling lonely, upset or anxiows: Researchery soy that grly
are more Ukely Han boyy to- feel lonely or angiowns without Heir phone.
The landscape of social media hay been ever-changung lately, especially
among teens wio offen are on Uy leading edge. From ovdering high—-tecih
gadgets to- purchasing the latest fasihvions, the Internet hay reshvaped hows
when and. wirere we can make purcihases. At tHhe same tume, social media
has become an mportant tool for covusumers, especially witiv teens —
following and turning to- influwencery for recommendations: Ay teenagers
reach for their digual devices for online shopping, social media has also
become o way fo- promote produncts, sharve tutorialsy and create content; Hhus

The constont notificationy that flashv up on yowr sereen ore ar guick
reminder Hhat yow can contact anyone 24 howry a day, 7 daysy a week:
LMK f yow agree withv the fact that Huis reality caw create a dangerouns
weal for o teenager, ay they may feel the pressure to- be avaidable
constantly. This situation may lead to- overwse, addiction of social media,
as teeny feel the pressuae to- be ‘ondine all the time. They may also- feel tre
FOMO of what their friends have posted online wiride they are away from
their plhhones. Unfortunately, Hius can lead to- sleep deprivation, since teeny
spend howry ot night serolling thurouglv all kindy of stories and posts: Teens
need more seep thaw adudts, therefore F 4 vifal for them fo- be able to-
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6. TEENS & SOCIAL MEDIA (TSM)

Centre, found Hiot certain regions of the teen's braing became activated by
vewing Ukes on social media. £y about peer pressuae, sexting, trolling

teens have to- nawvigate a minefleld of stressors WBU?

mgmm&{-ﬁwymvwmgty “perfect’ Lives of their peers and friends. This fake
fwwag wlll create even more pressuve for them, ay Hey wll want fo
rwmwwwﬂfw\geq/wu@a&pwfwf whwle feeling nadequate, wnless
gﬁ%g%a&ww»g Ukes as Hreir friends.

The feelingy of jealowsy and ey will be very present wirvidst serolling
~ thwough soclal media. The teens will feel like the lives online are muciv
Ww»ow/uow{w»g than theirs, asy they see all of the positive postsTBH, o
~ becomes extremely easy for o teen o believe that everyone else s happier
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6. TEENS & SOCIAL MEDIA (TSM)

eenagers howve a developing brain and they can be extremely vulneraple,
therefore they wll struggle to- put healtivy boundaries un place witiv
soclal media. Lety admit U, healtivy bowndaries are important v all the

WBU — What abouwt yow?

Wtps./ /trocykimberg.com/ 5 -dangers-of-social-media~for—teens/
Wttp:/ / www=bmap.ncla.edun/
WHps.// sprowtsoclal.com/ unsights/ social -medio—acironyms/
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7. “DIGITAL DIET” -
DOOMSCROLLING AND JOYSCROLLING HABITS

Prof: Sacerdoteann Marina
Prof: Vadwya Catalin

Withv He ek of a finger, serolling has become a reliable “e-gestuane’’.
Sotial media can worsen mental healtiv, but at Hhe same time o 5 wseful to-
have an entire commuunity of strangers and friends, just a few clicks
owany. Withv global lockdowny and so- many people working remotely, being
ovdine hay become the most importont and sometimes the only conwnector to-
the owtside worlds Unless ot becomes a buaoen.

D TN
D & %}-

M8

Doomserolling (searching for bad wnews) or joyscroling (seeking owt
happy content) have become big buzzwords lately.

People do- howve a deep-rooted curiosity for disaster and doom. 2020 was
the year when collective negotive attitude has been accelevated by tie
global chaoy of tihe pandemic: This i wivwy people hhave not been seeking ont
for goodk news anymore, Un a time wihen everytiving s overwhelming. It may
be the need to- validate and justify owr anxieties. The trend to- look for tie
worst on soclal media tieked wp un the early stages of tie pandemic and
has continmed since then: Doomserolling may olso- eadt to- negative
behaviowr, suchv as inaction If the probplems we are facing are intractable,
wiwy showld people exert effortsy towards noble causes, self-improvement
projects, or prosocial and preventotive niflatiaes, such asy wearung o face
mosk, or getting vaccinated? The foct U thot, He more bad news people
corsume Harouglh sotial media, the more likely they ove to- Hunk situations
are worse than ey are leading to- mentol anguisiv and possibly depression.
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7. “DIGITAL DIET” -
DOOMSCROLLING AND JOYSCROLLING HABITS

Spending soo muc tume ondine, not to- mentlon consmming negative

content; con nerease the rsk of becoming anxiowns, depressed and stressed. If
we begin to- experience thwese symptoms we can become more frustrated,
uolated, lonely, uritable, hostide, lack wmotivation, and even develop
headacihes from all that screen ttme.
“One of the biggest ways to- stoy connected during the Covid-19 pandemic
has been Huwoughh digitol media; since we can't be togethver IRL, we often
goin the feeling of connmection and being social by serolling social media,”
says psychotiverapist Elizabetiv Beecroft, referencing o study by the New-
York Tumes thot found we are spending almost 50% wore Hume on owr
Sotlal media com be an eduncational tool, but used excessively, Ut con breed
toxicity v owr lwvese IMO, we all have too lLearn to- wse social media
mindfully. Togetirer. ASAP.

The new phenomenon Hhat'y emerging un response to- He never-ending
carowsel of dismal news y joyserolling. “People are paying more attention to-
thelr ‘digital dietsy and ersuring that tihve content they're cornsuming o
providing them withv a sense of wellbeiny,” says Covrero Kurnik of Fosiion
Snoops.
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7. “DIGITAL DIET” -
DOOMSCROLLING AND JOYSCROLLING HABITS

Substitute
<tdoomscrolling®with

The'idealis to/spend your.time online looking
at things/that' make youfeel better,instead of
worse; whatever,that: may be:If youlike
breakaways or;outdoor/activities; scroll
through’Airbnblor;search’hiking trailsyyouive
never;donefScrollithroughiGood/News

ier;brings)you)joy/andjjust/a

GRACKED cow

Seeking out digital remindery of joy un the world and accessing small,
e ignificant; pleces of goodh news can kickstart people’s hope and
owr friends and family and keep wup withv the world, whichh gves wg
confldence and a sense of comfort: We shouwld look wp an alternative online
spoce for positve news, v wihicv people con share the good Hungy that
happened to- e It showld be a gentle remunder of the spondaneouns and
Uglht-hearted moments of huvman connection n o daily activities, wiich
comsummersy are gradumally acknowledging, roather than obsessing over tre
seory or evew gory elements of society that we are psychrologically so- dramn
to. Gefting v fouci witiv nature, withv our friends, withv ourselves- iy s
the main purpose of owr daily diet, tryung to- get a “digutal detow’. ¥y
necessory to- educate ourselaves o the havsdv truthy of toples suclv asy the
pondemic and systemic rocism, but By also important to- ensmnre owr days
axe sprinkled witiv elements of goooness, too!
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7. “DIGITAL DIET” -
DOOMSCROLLING AND JOYSCROLLING HABITS

Bibliograpiny:

WHps.// www=forbes.com/ sites/ petersucin/2021/08/ 26/ He~worlod-may -seem
~terriple~but-doomscroling -wont-make~it-seem~petter/?sh=1calO1 fO2bel
Wttps.// www=stylist-couky/ Ufe/ wirat-us~doomscroling/458 703

Wttps./ / www=carstockpiroto-com/

31




8. DIGITAL GUIDELINES
FOR RESPONSIBLE ONLINE BEHAVIOUR

STUDENTS’ WORK

INTRODUCTION

Like real-world violence, online harassment
wwolves repeated acty of hostlity tivat last a long
time, nfensify, and are carried owt witv the
nfention of caumsing harm. However, there are
preventing U muci more difflendt:

Cyberbullying & a tferriple phenomenon that,
wnfortunately, happensy more and more un tHhis
day ond age. Becaunse U B becoming more

Are yow joking or bullying? AW friends joke with cach other. But if a joke
that upsets yow contunmes altivoughv yow have asked Ut to- stop and 'y no-
longer fuw for yow, Ut may be bullying.

TYPES OF CYBERBULLYING

The types of cyberbullyuing vary.

From wncovsciowns commentary to- deliberate aggression. Below are some
examples of perpetrotory actlons::

Q@ lnsudty v cyberspoce, wirere chidd B nsunlted
® Impersonation oand domoge +to ones
reputationdn  cyberspace, Py easy to sty
anonymounsy and hide yowr llentfity, and yow
can prefend to- be someone yowre really not:

X Refecting and not accepting someone to- a growp
of friendys, social networks: Removing one of your
dassmartes from your friend Ust

® Defomation on the infernet, wiren rumory are
spreads about o chidd or o growp of childiren by
publisiving humidioting materiody or/and posting
wnpleasant comments.

WEIRDO!

iDioT! |
'YOU ARE DEAD! |
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8. DIGITAL GUIDELINES
FOR RESPONSIBLE ONLINE BEHAVIOUR

STUDENTS’ WORK

® Horassment: I+ s wsmally consistec
of repeatedly sending threatening
or hurtful messages, and so- creating
a pottern to- scare or counse the
victuw bad feelings.
® Owting refery to- the act of openly
posting  or  revealing  personal
nformation about the victim
without their consent: It can lead to- more seriows events, such as the
bully umpersonating the "outed! person by creating fake social media
accovnty under the victum'y name and posting harmful thungy on Hem,
action also- called "FRAPING'".
CAUSES OF CYBERBULLYING
Sotial stotus: Electronic bullying s not gender
related. Gurly can be just as malictons  as i
boys, especially when critieclizing another @
guly physical appearance. Cyber bullying |
women will also- resort to- hate rumory abowt
sitey ande popuwlar bulletin  boawrds. By
wtimate gool of this form of bullying is fo- gain popularity and influence
Entertainment: Unfortunately, many cyber bulliesy corry owt Hheir actions
for pwre entertainment: Cihildiven often feel bored when they have too
easy access to- potential victums.
Power. Some children may feel powerless at sehool or at home and take
adantage of eectronic bullyung to- exercise power over someone  else.
These bullies are often types of childiren associated witiv being a victim of
o traditional bully. .
Revenge. OSpite can make o person do- horrible Hivingy and, wsmnally, that
very thing  what drives tive actiony of botiv bulliesy and cyberbullies. The
children wiro- bully otivers becounse they seek revenge are often referred to-
as BULLY -VICTIMS.
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8. DIGITAL GUIDELINES
FOR RESPONSIBLE ONLINE BEHAVIOUR

STUDENTS’ WORK

EFFECTS OF CYBERBULLYING

Becamse cyberbullying v such a oo thving to-
deal with,, especially as a chidd, o con really
fake a negative toll on the kidy wellbeing.

The effects of cyberbullying can be very painful

for people wio have become the torget of Ut The

vary according to- the severdty of the act of

aggression.

We con distinguisin

® Emotional effects: loneliness, helplessness, no
hope for mprovement; humidiation, despair,
sadness

® Mentol effects:  problemsy withe  nferpersonal
relaflons,  angiety, psychosomatic  probplems,
depression, low self-esteem, Golation, suicidal
thouglty, newrosis

® Beharioral  effectss  proplems  withv  sleep,

concentratiown, Learning, remembperiing
l‘. '1Clll ‘ iL‘C ) ’Z iL.E’M'e/) MZZW C "ct Cl l‘. "‘ L ':‘ L‘ )
onotding sehool

S;
<J

1. Lack of energy leads to- lack of exercise and f leads to- muscle
otrophy and body curvature
2. Losy of weight, anorexia

The long-term effecty of cyberbullying arve also-
borne by Uy perpetrotory: aggressive beoavior becomes
reinforced, Hhe sense of resporsiplity for their own
actlonsy & lowered, Hie tendency too antusocial
belhanvior may uncrease U the futnre.
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8. DIGITAL GUIDELINES
FOR RESPONSIBLE ONLINE BEHAVIOUR

STUDENTS’ WORK

TIPS & TRICKS TO PREVENT CYBERBULLYING

FACEBOOK: E ber
keep your friemos st small
dont use a profile picture of yourself <

Aot respond fo- shady messages

INSTAGRAM: How would you v Like it?
dont post indecent pietwres of youwrself/ otivers

turn the comments off wiven yow post sometiving

make your profle prvate

TIK TOK:

remove the followers Hhat yow don't kinow-

report the mean comments/ restrict the comment section on the videoy
that yow post

dowit post controversial/ debatable/ judgeable videos

SNAPCHAT:

don't accept friend requests from people yow dont kinow-

donlt send people indecent pictures

Aot post pletwres of yourself on your story section

DISCORD:

- activote the ""keep me safe! option
- blotk any problematic wsers/ servers

- thoose wio can and cantt friend yow from the

BULLYING

Frivhion i)
A

that the applications harve tooly to- block wsery and report umage abuse to-
Hie appropriate Ustitutions: Take screensihoty Uf Uy possible.

REMEMBER !
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8. DIGITAL GUIDELINES
FOR RESPONSIBLE ONLINE BEHAVIOUR

STUDENTS’ WORK

STRATEGIES TO BUILD A POSITIVE DIGITAL CITIZENSHIP IN SCHOOLS

School » the place witere childiren spend a hvnge majority of their Hime,
wivchh means that they need to- be taught about modern proplems AT
SCHOOL. One of the Usunes that showld be talked about s cyberbullying
becanse U gwes stndents tihe possiblity to- ask competent people questions
and actuely learn

Internally, schoolsy need to- keep track of tive mobile usage insioe of their
wstitutlon, mplementing rulesy and restrictlons connected to- the salo
aspect:

Some of Hhese could ineluoe:

Talk about cyberspace

Chheck students) kinowledge about cyberspace

Inform about helplines and. entitlement progroms

Teach respovuibp ity for theilr actions

Teach abowt harassment procedues

Condurct meetings and surveys

lmplement security softwore

No- pihones duwring class or breaks

Every school/school district showld have a website on witiche students
con report cases of cyberbullying

V' "Phone~free) activities organized by the teachers/ schhool staff

2 22 22 2 2 =2 2
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9. RESPONSIBLE SOCIAL NETWORKING-
7TH GRADE ENGLISH LESSON IDEA

Prof Diaconu lnodmida Elena

Step 1. The teacher storty Hhe esson by showing students logoy of social
networks and encourages studenty to- gwe their honest opinion related. to-

<> * * * <>

20000
Q0000
00000
00000

Whhich of these social networks do- yow kinow- about? Wihich do- yow nse?
What do- yow Hhink of them?

Do yow kinow- about any otiver social networks? Do yow use them?
What are tihe benefits of wsing social networks?

Are Hhere any trops wien going ondline?

Step 2. Speaking - Ducunss these statements and. say f they are true for

yow:

I've got a Facehook account but hardly ever wse Ut

| often feel embarrassed by wirat my porents post ow Facehpook.

| dowt post many comments, but | like to- read otver people’s posts.

| spend an howr on social networks every day.

| constontly check for updates on social media.

| ondy hawve people | kinow i real Ufe i my friends Ust:

| canlt stop myself from posting comments tiat | regret later.

| alwayy tHink of possikple reaction | might get before posting online.
| kinow- of o post that created o proplem.

| ondy write nice comments or none at all.
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9. RESPONSIBLE SOCIAL NETWORKING
7TH GRADE ENGLISH LESSON IDEA

Step 3. Writing - Think before yow act online. Students are asked to- write
5 rwles people showld follow wien Hriey go online wing tre wleas
Alscwsseos un the previows activity. They might come wp witv things Uke: 1.
Yow should alwayys think about wirat your family or teachers would say Uf
they saw- yowr posty: 2. Alwayy be polite and wse nice wordsy v your
comments. 3. Dot soy anythung negative abowt otiver people and don't
spread rumownrs:. 4. Bewnwe of cyberbullying — talk to- an adudt Uf yow spot
any bullying behoviowr. 5. Newver write about personal tivings or about
your fomidy online. efe

Step 4. Speaking and writing - Ask and answer guestions witv a partner.
Imagine yow meet somehody wio has never used a computer. What advice
woudd yow gwwe them about sotial networking?

Stwdenty are encowraged to- write a short ddalogue v pairy v wivel fo-
gve their own adiice wsing phurases Like: The best Hhing yow can do- L to-..,
Yow shouwld/ shouwldilt, Yow ought to, Wiy donlt yow..., How about+V -ing...,
Yow coudd.../l would/ df wouldwlt f | were yow.../I'd try+Ving..., This woay,
yow will.../ Perlaps iy will..., Thisy & wihat yow can do-.. et Then a few-
poiry present tHeir wleas.

= Spam
Bullying

File Sharing & - Pare ntS
l n t e r n e Pers%nélléqformatlon

E_Saf;etgpmgmgg

2Networking
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9. RESPONSIBLE SOCIAL NETWORKING
7TH GRADE ENGLISH LESSON IDEA

Step 5. Writing — The tfeacher asks the students to- write a real or
umagnary proplem Hiey hawe/covdd have wihen wsing social networks on
o piece of poper. The teackher then collects the students proplems and gives
tHem back to- othver stuwdents randomly. The studenty are asked to- write
Heir own adiice to- He problem they receinved on the piece of paper. After
that, the teacher refurng tive problems accompanied by Hie solutiony given
to- the iniflal students wiro- wrote Hhemw Funally, the teackher asks them of
they are satisfled withv e adwice they got and to- make any commenty they

Bubliogropiy:

Wttps./ / mananale.edun.ro/ manmanale/ Closoe20a% 2.0V -af/ L indpats
20wmodernas20engleza/UOMgQVIUIEHMRVRUIFNS/#book/ w05 -54 -
SShttps/ / www=google.com/ searcin?

g ovdines+proplemtadnicedethm=seideved=2 sl UKEWLTIACEjSL 8 AW, 751H
AP AzwQ2cCedQIABAA&og=onlimetproplemtadiicedgs, Lep=CgNphWeQAzo-
ECCMQJIzoFCAAQIAQGRBIYAEACQRHj0GCAARBRACOGYIABAIEB46BWIAEIAE
EBY6BwygEO0CECc6BAJAEEMGBAJAEBSQUNFYHABYNXxAWYGPLABLACABO
9GIAbshkgEHMIuMTIUMZYBAKABAwcBC203cyl 3aXotaWL s AEKWAEB&scl
ent=mg&edl=Y AFAYSODLgf 7_UPO-

OP4AM&bir=900& biw=1561 & =ent# mgrc=0r074Y KAGXIQCM

Wttps:/ / www=google.com/ searcin?

g~ social+networkst+logosdeog=social+networks+lod&ags=chwrome. 1.6 9L57jO0L51
22j022302j0L1512213005.161 5111 5&sowrceid=chromedzie=UTF -

8# mgre=7oBMURWKOTCBIM & mgdii=nOoaP kfFmunk X M
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10. DIGITAL GUIDELINES FOR RESPONSIBLE ONLINE
BEHAVIOUR

Prof Popescw Lovredana
Prof: Popescw Cristian

Digital guidelines
for regpongible %/
online behaviour «

In today's digital age, wnderstanding and. practicing responsible online
behoaviowr are esentflal. This B true for bothv ndividualy and
orgamdzations, as wrespovsible ondine behaviowr can have serious
conseqguences. From the sharing of privete informatiow to- the spread of
maliciows softwore, Wy umportant fo- exercise cantlon wien engagung v
online activities: To ensure that wsery ave aple fo- benefit from all the
positive aspecty of the digital world, U B vital fo- act responsibly at all
tumes
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To ersure that yowr date and wdentty remain safe online, o v
umportant to- practice good cyber hyglene. This uncludes using strong
posswords and: moeintaining wp~to—date secwrity softwore, as well as being
comtlons when wing public Wi-FU networks: Make suwe to- log owt of
websites witen yow are done wsing them, and never share your passworos
witiv anyone. Also, emaily and Links sent to- yow from unknoww sendery
coumdd contain maliciowns links or softwore.

Cyberbullying o the we of digital techunology too bully a person,
typleally by sending them wmessages of an ntimidating or thareatening
notwre. This type of belhaviowr can have seriowns consequences, such as
anpiety. Cyberbullying can take many formy, from sending offensive
messages to- posting embarrassing photoy of someone ondine. It b umportont
to- remember that everyone has the right to- feel safe online, and
cyberbullying shouwld not be tolevated. It can be also found un forms such
as videos or posty on soclal wmedia: It iy mportant to- recognize wihen
someone i being cyberbullied, asy o con have o serions umpact on an
ndividually well-being.
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The caumses of cyberbullying vary, but some of the wmost common
unclunde low- self-esteem, revenge, and jealowsy. I+ s umportant to- remember
that no- one shoudd be subjected to- cyberbullying, and U+ U important to-
take steps to- prevent o Thisy can nclude talking to- those wivo- may be
cyberbullying and discumssing the Bsune. It b also- umportont to- block any
accounty used for cyberbullying and not to- respond to- any messages.

ve

Cyberbullying con have a negative mpact on an indinvtdumalls mental
healtiv, leading to- feelings of depression, anger, humidiotion or anxiety. I+
stomacih aches, and usomunda. [ some cases, U can even lead to- suicidal
thoughts: Everyone shoudd have the right to- feel safe online, and o+ s
umportont fo- toke steps to- prevent cyberbullying and report ony ncidents
that otcinr.
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It i tmportant to- report cyberbullying whenever yow see ot I+ s also
umportont to- remember tHat when yow see someone being cyberbullied,
they wmay be too scored to- tell someone or seek help: Reporting any
uncidenty of cyberbullying can help protect the person being targeted
Additionally, it iy important to- set clear bouwndaries with people online,
so- that yow know wirat s acceptabple and wirat 't

We should be
respectiul on the

ol g i e

Bibliography

https./ / wwwsstophbully ing.gov/ cyberbullying/ wiat-is~ot

Wttps// enewikipedio.org/ wikis/ Cyberbuwllying

Wttps./ / www=unicef.org/ romanias/ stories/ cyberbullyng ~wiat-u-and-how-
stop-ut

Witps.// sossafetymagazine.coms/ budlyng/ e -real-caunses-of-cyberbuwldyung/
Wittps.// www=verywellfamily.com/ wivat-ore~tive~effects—of-cyberbullying -
460558

43




11. TEN THINGS TEENS WANT TO KNOW
ABOUT CYBERBULLYING

Prof- Diaconw lnlia

Cyberbullying weans bullyuing thuwouwghv He wse of digutal
techunologles: It can happen on sotial networks, wessagung plotforms,
gaming platforms and mobile phones. It b about repeated belanior
untended to- frighten, anger or huwmidiate Hrose targeted. Examples unclinole:
spreading Ues or posting embarrassing pihotoy of someone on sotial media;
sending annoying or thweatening messages thwough messagung platforms;
copyng a personty wdentuty and sending maliciows messages to- someone on
their belralf:

Foace~to—foce and online bullying con happen ot the same tume. But
cyberbullying leanves fingerprints—records thoat can prove wseful and

1. Am | being bullied online? How do- yow tell tHre difference between a
Jjoke and bullying?

AW friendy joke withv each otirer, but sometimes Uty hard to- tell f someone
L just hawing fuan or trying fo- haurt yous especially online: Sometimes Hhey
toke He matter as a joke and tell yow "l way just kidding," or "dont take Ut
too- sertously.”

But Uf yow feel offended or Hink thot otivery ave langlhung at yow and not
witiv yow, thew the joke hay gone too- far. If U contununes even after yowve
asked the persov to- stop and yowre sl botivered by wiat happened, then
ot coudd be budlying.

Ande wihen bullyuing happens ondine, U can attract wnwanted attention
fromw many people, ncluding stramgery. Whevever F happens, f F
displeases yow, yow are not obliged to- accept U

Say what yow want, but Uf U makes yow feel bad and won't stop, then Uy
better to- ask for help: Stopping cyberbullyuing Un't just about exposing tire
bullies, Uty abowt recognizing that we all deserve respect; botiv online and
wv real Ufe
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2. Whaot are the effects of cyberbullying?

When bullying happens online, yow feel Uke yowre being attackeo
wiherever yow are, evenw v yor own home. It may seem Uke a hopeless
sitnation. The effects can be long-lasting and affect a persone unv many
woys.

Psychue~ yow feel angry, embarrassed, stupld, even angry.

Emotional - yow feel ashamed or Lose interest un tivings yow Like.

Physical - yow feel tured (nsommda) or hoawve symptoms such as stomaciv
ache or headacie.

Fear of being langhed ot or bullied by othersy can prevent yow from
expressing yowrself freely or tryung to- solve the problem. ln extreme cases,
Cyberbullying con affect wy v many ways: But the sutuation coan be
overcome and affected people can regain their confloence and healtin.

3. Who showld | talk to if someone s bullying me online? Why iy it
unportant to- report?

If yow feel yow are being bullied, tive first step s to- ask for help from
someone Yo trust;, such as your porents or a close faomidy member ov otfiver
trusteo aduwdt:

In your sehool yow camn ask for help from a cowngellor, sports teackher or
your favorute teacher.

And f yow don't feel comfortable talking to- someone yow knows look for o
helpline i yowr country or talk to- a professtonal counselor.

If the bullying s happening on a social platform, yow can block e bully
oo report thelr behowvior formally on that platform. Social media
componies have aw ohligation to- proviude o safe evwironment for their
UsLrs.

Gotihvering evidence, such as text messages and screensioty of social media
posts, can be helpful to- show- wirat'y going ov

In order to- end bullying, bullying must be ldentifled and reporting v
essential. It con alsor help to- show the bully that thewr actlons are
wnacceptaiplelf yow are v a sitnation of umminent danger, contfact the
police or emergency services v your country.

If yow are being bullied online, we encowrage yow to- talk to- a parent,
teacher or someone yow trust — yow have the right to- be safe. Ao, the
process by which yow can report bullyung actiony divectly from Facehook
or lnstagrom by very easy.

45




4. I'm dealing witiv cyberbullying, but I'm afraid to- tell my parenty about
Ut How to- approocih Hhem?

If yow are dealing witiv cyberbuldying, reaching out to- a trusted adult -
someone yow con safely talk to- - v the most umportant furst step yow can
toke.

Not exveryone finods U easy to- fodk to- heir porents: But Here are tivngs yow
can do- to- make communication easier. Cihhoose Hie tHume of the dialogue
wien yow know-tivat | can gwe yow

theiwr full aftention. Explain how- seriouns Hhe problem s to- yow: Remember
Hiat Hey may not be ay tech savvy asy yow are, so- yow may need to- help
them wnderstand wirat'y gong o

They may not have ummediate solutions for yow, but Hhere s o very goods
chance that they wll want to- help yow, and together yow canw fund a
solution. Two- minds work better Han one. If yow are wwsnre of wirat to-do,,
consider asking for help from other trusted people. Often tHumes, there are
more people Hian yow might Huink wiro- care about yow and are willing tfo-
help yow:

5. How can | help my friends report cyberbullying, especially when they
donw't want to?

Anyone can become a victum of cyberbullyng. If yow notice Hiat a person
yow know- i the target of suchv aggression, try to- offer your support:

It U important to- lsten to- your friemode Why doesnwt shhe want to- report
cyberbullying? How- Ut feels? Tell hvim e doesnt have fo- report anytiving
formally, buwt that U s essential that he speak fo- someone wiro- can help
i

Remember, your friemod may be v a delicate state. Show him your
kinodumness. Help i Hhuinke abouwt wirat he might say and to- wirom. Offer to-
accompony him f he decloes to- report the sutuation. Most importantly,
remind, i that yow are there to- support hum and that yow woant to- help
i

If yowr friend sl doesnt want fo- report the ineident; support them un
ulentifying a trusted adudt wivo- canw help them manage tive situation. Do-
nwot forget that v certain sutuationy tie consequences of ovdine aggression
caww be Ufe~thureatening.
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If yow dowlt offer your support; tive person v question may be Left witiv tive
feeling Hrat no- one carey or that everyone s against them: Your woros can
make a dfference.

Anyone con become a victim of cyberbullying.

We kinow- Ut can be havd to- report someone. But Uty never okay for someone
to- bully a persovw

Reporting abusive content to- Facehook or lnstagram can helyp ws improve
safety on owr platformsy. Bullying and harassment are, by definition,
extremely personal, so v many coses we need someone to- flag Hus
belharior to- us before we can Wentify or eliminate Ut

Reporting o case of cyberbullying s alwaysy anonymowns on lnstagram or
Facepook, and no- one will ever know that yow browght this belawtor to-
owr aftentlovu

Yow com report a sifunation yowve encountered, bt (s just as eosy to- report
for one of yowr friends using tire tooly avaidable directly n tive app: More
wnformation on how to- report sometiving b avaidable wv Hie lnstagrom Help
Center and. the Facebook Help Center.

Yow can also el yowr friemd about an lnstogrom tool called Restrict
where yow can protect yowr account discreetly withowt howving to- block
someone - a harsh move for some people.

6. How can we end cyberbullying without gwing up intfernet access?

The online evwironment has countlessy benefits: However, Like many tHringsy
uv Ufe, they come withv risks that yow need to- guard against:

If yow are dealing withv online bullying, Ut i aduisable to- delete some apps
or go- offline for o wirile to- gwe yourself time to- recover. But not using the
Internet (s not a long—term solution. Yow ot do- anytiving wrong, so- wiry
put yourself ot a disadnantage?

It con actunally send the wrong signal to- bullies, Hrerehy encowragng tiveir
wnacceptoiple belanior.

We all want too end online bullying, which o wiwy  reporting
cyberbullying sy so- important: But creating the Internet we want bwolves
more Hhan wnmasking the aggressors: We hawe to- hunk abouwt tive fact that
what we share or say caw huwt otivers: We need to- be kind fo- eacih otirer
ondine and un real Uife. It depends o all of ws!

We howve to- think about the fact thot what we share or say can hat
otihersy. Keeping lnstagram and Facehook safe and positive places to- express
yowrself g mportant to- uy - people will feel comfortable and express
Hremselves freely if they feel safe.
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But we kinow- that ondine bullyiung can happen and. gwe rise to- unpleasant
experiences. That'y wivy we at lnstfagram and Facehook are committed to-

We do- tHhiy i two- main ways: Furst, we use techunology to- prevent situations
wihere people become the targets or witnesses of intumddation. For example,
wsersy can enable o setting that wses artificial untelligence techwnology fo-
or wpset:

Second, we work to- encowrage positve behavior and nferactions by
providing wsers withv tooly to- personalize their experience on Facepook and
lnstagrom. Restrict s a tool designed. to- gwe yow the abllity to- discreetly
protect your account wiride keeping an eye on a harasser.

Twitter:

Withv hundieds of millions of people sharing ldeay on Twitter, 'y no
surprise that we dowt all agree on them This b one of the benefits asy we
can all learn from different opindiony ano discussions

7. How can | prevent my personal information from being wsed to-
Think twice before yow post or share sometiving online - Hriat post stays
online and can be wsed by someone later too harm yow Dont gwe owt
personal detally Uke yowr address, yowr phone number or the name of
yowr sehools

8. Iy cyberbullying punishable?

Most sehooly take bullying seriovsly and take action agaivust U If yow are
the victim of cyberbuwllying by yowr peers, report the sitnation to- your
sehooll

People wiho are victimy of any form of violence, including bullyung and
cyberbullying, wmuwst be vindicated and Hie perpetrator muwst be held
accovuntaple.

Laws on bullying, and cyberbullying uin partiendar, are relatively new
and. have not been adopted everywirere. Therefore, many stotes nwoke
other relevant laws, suclv as anti-harossment lows, to- punisiv ondine
bullies:

48




lw states that have ypecific laws to- counter cyberbullying, online behrarior
that wntentflonally caunses emotional distress v covsidered a criminal
actvity. v some of these stotes, viectums of cyberbullying can seek
protection, a ban on communication withv a particundor person, and a
tfemporary or permanent restrictlon on te use of electronic desvices useo
by that person to- bully online.

q. Companies doung business on the Internet don't seem to- care about
online bullying and harassment: Are they held accountaiple?

These companies are poying more and. more attention to- ondine bullying
Ussnes.

Many of them uintrodince ways to- better adoress and protect users Huwoughv
new fooly, guidance and reportung metivody for ondine havrassment:

But U & true that more efforts are needed. Many young people deal witiv
cyberbullying every day. Some of them face extreme formy of online
bullying. Some resorted. to- suicide.

Techunology companies have a respovsihbility to- protect Helr users ano
especially childiren and young people.

It & owr jobp to- ol them accountable wiven Heir actiony foll short of
Hieir responsipilities:

10. Are online anti-bullying tooly available for children or young people?
Each social media platform provides different tooly (see available tools
above) Huwouglv wirieh yow con restrict tive Lst of people wiro- can leave
yow comments or wiho- can view Yo posts or wivo- con auntomaticolly
connect ay friends and thurough wirclv yow com report cases of bullying.
Many of these toolsy wolve simple steps Like blocking, hWiding ov reporting
cyberbullying.

Soclal media also- provides educational and guidance tooly for children,
porents and teachers to- learn move apout the rusks and ways to- nawvigate
safely ondine.

Plus, the furst lune of defense against cyberbullyung can be yow: Think
abouwt wirere cyberbuwllying by present U your commumnity andk waysy youw
con helyp - speak wp, expose ondine bullies and talk to- adudts yow trust or
Let oters kinow about U Even a simple act of kindness can go- o long woy.

Bipliograpiy
WWW= AL f . ro-
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